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1 Executive Summary

The digital transformation of Industry 4.0 is driven by the automation of man-

ufacturing processes. In this context, communication plays a vital role and the

emergence of 5G wireless technology brings the promise of connectivity scenarios

like the industrial internet of things and industrial cyber-physical systems. How-

ever, there are still several aspects to consider on how to employ 5G in practical

industrial environments such that the highly demanding communication require-

ments of the use cases can be fulfilled. This report aims to review the essential

enabling technologies of 5G with the primary focus on studying 5G non-public

network variants, the potential of network slicing, multi-access edge computing

infrastructure, and 5G integration with deterministic communication technologies

including time-sensitive networking, deterministic networking, and open platform

communications unified architecture. An evaluation of different 5G network de-

ployment options with relevant example use cases is carried out. A critical analysis

of available results suggests that these technologies can effectively facilitate ubiq-

uitous wireless industrial communication, despite the stringent needs of industrial

applications, including support of different quality of service levels and security re-

quirements. Furthermore, network configuration options on CORE, RAN, and UE

are discussed. The report also presents simulation results considering radio place-

ment strategies to understand the capacity and limitations of the 5G system. Lastly,

the report discusses frequency spectrum opportunities for campus networks.
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2 Introduction

The digital transformation of the industrial processes together with the advent of

Industry 5.0 emphasizing sustainability, resilience, and a human-centric approach

is expected to bring a radical change to the manufacturing industry. A growing

trend of providing connectivity both within companies’ production systems and

along the value chain is visible. This includes connectivity between and among

goods, enabling communication capabilities during production and after-sales. This

trend is closely related to the ever-increasing volume of data being collected and

processed across different levels of industrial systems. Another noticeable trend is

the shift in the industrial information technology (IT) systems hard- and software

infrastructure, moving away from the traditional rigid server-based framework to

cloud-based solutions. This transition allows for greater flexibility in terms of un-

derlying computer systems, software tool hosting, and software framework scala-

bility. It encompasses a range of options, from a local cloud near the shop floor to

a company-owned IT cloud or a remotely hosted software-as-a-service solution.

Proper communication systems play a crucial role in supporting these trends. Par-

ticularly, ubiquitous connectivity is required. Current shop floor networks, often

referred to as operational technology (OT), have traditionally relied on wired con-

nections for real-time performance and reliability. However, these networks are

necessarily limited in spatial extension, number of devices, and flexibility. Wire-

less communications could offer increased flexibility and support for mobile de-

vices, but their adoption has been limited due to concerns about latency and re-

liability. To reduce the heterogeneity of OT networks and to support the Industry

4.0 trends, 5th generation (5G) mobile networks are a much- debated option [70].

Although the true impact of 5G was still uncertain in 2018 [15], its visibility and

perception within the industry has increased significantly in recent years. Several

interest groups such as the 5G alliance for connected industries and automation

5G alliance for connected industries and automation (5G-ACIA) and alliance for in-

ternet of things innovation alliance for internet of things innovation (AIOTI), have

been founded to explore the potential of the technology. In the context of industrial

automation, 5G aims to provide support for diverse communication requirements

of OT applications. To achieve this, so-called verticals have been defined that rep-

resent systems of end-user entities belonging to a particular application domain.

These verticals utilize the end-to-end communication services offered by the un-

derlying 5G network, which are tailored to meet the specific user requirements of

the application area. For industrial automation, the factories of the future verti-

cal [5] define requirements such as guaranteed latencies below 5 ms, reliability, and

device densities of up to 100 devices/m2 as the key performance targets. These tar-
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gets are notably ambitious compared to current mobile communication standards,

but if realized, they would serve as a solid foundation for meeting the industrial

automation requirements. It must be highlighted that an analysis of different 5G

deployment opportunities for the industrial domains is one of the main concerns.

It requires a careful evaluation that not only is limited to the technical aspects but

also its feasibility and effectiveness for the application at hand. Indeed, industrial

needs are so peculiar that efforts have been made in the recent past to overcome

the usual, auction-based, approach for frequency assignment in favor of dedicated

allocation (as already done in Germany), promoting companies to embrace private

5G networks. In particular, different deployment opportunities lead to different

results regarding the fulfillment of industrial communication needs, service cus-

tomization, and integration with legacy and already-in-place (wireless and wired)

networks.

This deliverable report provides a survey of the current state of play in the devel-

opment of 5G with a particular view on its applicability in industrial automation.

5G offers the necessary flexibility to cater to a wide range of Industry 4.0 applica-

tions. This includes the ability to adapt and configure the system in various ways

such as the configuration of network slices with varying quality of service (QoS).

Additionally, 5G supports multiple deployment options to provide the best possi-

ble applicability of the system. The 5G campus network and its variants is a recent

development in cellular systems that allow more flexibility for industrial networks

and are comprehensively discussed in this report.

2.1 Objective of the report

This report provides a comprehensive study on 5G deployment models including

the cloud-native approaches. It suggests example use cases that align with each cat-

egory. A qualitative analysis of these deployment models considering factors such

as cost, network customization and adaptability, data ownership, reliability, avail-

ability, deterministic communication support, security, privacy, and data monitor-

ing is also presented. Additionally, the focus is placed on the main enablers, such

as network slicing, multi-access edge computing (MEC), time-sensitive network-

ing (TSN), open platform communications unified architecture (OPC UA), and QoS

provisioning. These enablers are discussed in accordance with the state-of-the-art

design trends according to 3r d generation partnership project (3GPP) release-16,

17, and 18 that support I4.0 use cases and their stringent communication require-

ments. The report also reviews 5G security concepts aligned with the 5G private

networks and analyzes real-world 5G deployments for I4.0 use cases. Lastly, the

report also provides key insights on core, radio access network (RAN), and user

equipment (UE) configurations as well as considerations on radio placement and
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spectrum options for campus networks. The objective of this report is to under-

stand the state of play of 5G, supporting technologies, and their integration with

5G for industrial systems.

2.2 Structure of the document

The deliverable report is structured as follows: Chapter III gives an overview of

the 5G campus networks and basic 5G architecture. Chapter IV presents various

5G network deployment choices and evaluates these options against multiple at-

tributes. It also describes features and capabilities to support network quality of

service and provides an overview of 5G support for industrial networks through in-

tegration with TSN, Deterministic Networking (DetNet), and OPC UA. Moreover,

edge computing facility to support factories of the future is also discussed. Chap-

ter V discusses 5G network configuration insights from the CORE, RAN, and UE

perspective. Chapter VI presents radio cell placement configuration in a factory

environment and corresponding simulation results on interference and through-

put. Lastly, chapter VII discusses spectrum options for campus networks. Finally,

chapter VII concludes the report.

3 What are campus networks?

Campus networks are small, local networks dedicated to a set geographical area.

They can provide coverage from a few hundred square meters indoors to a few

square kilometers outdoors. In contrast to a public mobile network, usage of a

campus network is restricted to people or devices affiliated with the campus area

and therefore, can quickly be adapted to changing connectivity needs. Moreover,

they can also be connected to public networks. 5G campus networks help mobile

operators and enterprises to further improve their network security, flexibility, and

reliability for their respective applications.

3.1 Architecture

5G was first introduced in 3GPP release-15. To allow early access to the new tech-

nology, the 5G new radio (NR) interface was deployed in conjunction with the ex-

isting long term evolution (LTE) core and radio access network. Such a network

architecture was termed as non standalone (NSA) architecture. The NSA solution

enabled the use of 5G NR without the need for a complete network replacement to

support higher data rates compared to LTE. Later, the 5G standalone (SA) architec-

ture was introduced to enable the NR to connect to the 5G core network. The 5G SA
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NSSF: Network slice selection function gNB: gNodeB

AUSF: Authentication server function PCF: Policy control function

UDM: Unified data management function AF: Application function

SMF: Session management function NEF: Network exposure function

N3iWF: Non-3GPP interworking function AP: Access point

NWDAF: Network data analytics function UE: User equipment

AMF: Access and mobility management function

Figure 1: 5G standalone reference point system architecture [1]. The numbers N#

denote point-point interfaces between network elements. Y2 is an interface to un-

trusted non-3GPP access and Uu is a wireless interface to the UEs.

core architecture allows virtualization that introduces new ways to develop, deploy,

and manage its services.

The 5G SA architecture is depicted in Fig. 1, where the core network functionalities

are separated into the control and user plane functions allowing capacity scaling

and flexibility in the deployment topology. The control plane carries communica-

tion signaling and control traffic required for network access and resource alloca-

tion to the UE, whereas the user plane carries the data traffic. The access network

includes the UE and the gNodeB (gNB).

The control plane comprises functions such as the access and mobility manage-

ment function (AMF), session management function (SMF), and policy control func-

tion (PCF), while the user plane function (UPF) belongs to the user plane. The UPF

is responsible for packet routing and forwarding, enforcing QoS policies, and facil-

itating efficient and secure communication between different network elements.

The AMF handles connection and mobility management tasks including access
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authentication and authorization of the UE and manages handovers between the

gNBs. The 5G system architecture contains reference points between the network

elements labeled by numbers N# in Fig. 1. The N1 interface is used for transmit-

ting non-radio signaling between the UE and the AMF to handle messages related

to connection and mobility but forwards session management information to the

SMF. The SMF performs the session management functions such as allocation of

IP addresses to UEs, selection and control of UPF for traffic routing, and signaling

of QoS and policy information to RAN via the AMF. The N2 interface supports con-

trol plane signaling between the access network (gNB) and the core network for UE

context and protocol data unit (PDU) session/resource management procedures.

The PCF provides policy rules to SMF that include QoS policy and charging con-

trol, network slicing, as well as roaming and mobility management. The network

slice selection function (NSSF) role is to provide network slice information to AMF

that will serve a particular UE. More details on the 5G functions can be found in

3GPP specifications [1].

3.2 Benefits of campus networks

The 5G core architecture relies on a service based architecture (SBA) framework

that exposes the functionality of the core elements to each other. Thus diverse ap-

plication scenarios can be serviced using core deployment flexibility and configu-

ration options. Because the application requirements may vary, a different setup

of the 5G network may provide preferable services. As an example, in an indus-

trial or manufacturing environment, deployment of a non public network (NPN)

(isolated deployment) may be more suitable compared to other options for appli-

cations that require precision control or near real-time communication. A public

network integrated NPN (PNI-NPN) requires lower deployment and maintenance

costs compared to an isolated deployment. Nonetheless, an isolated deployment

has advantages in terms of robustness, availability, security, data privacy, and net-

work scalability as the resources and components can be controlled locally.

4 Campus network deployment options

In the following, we present various 5G network deployment options and their char-

acteristics as presented in fig. 2. Note that for each deployment option, the control

and user plane separation is depicted in fig. 1 with its functionality details. The

advantage of the 5G SA architecture also lies in the flexibility of the deployment op-

tion. Moreover, in each deployment option, the possibility to include MEC facility

is open. The 5G MEC configuration is further discussed in Section 4.6.4.
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(a) Isolated deployment (b) Cloud native SA NPN

(c) Shared access network (d) Shared access network and control plane

(e) Hosted by the public network operator (f) Cloud native PNI-NPN hosted by the public network operator

Legend UPF: User plane function MEC: Multi-access edge computing gNB: gNodeB GW: Gateway MNO: Mobile network operator

Figure 2: 5G non public network deployment options adapted from [2, 47]. A de-

tailed 5G system component architecture is presented in Fig. 1. The network com-

ponents and interfaces for campus network deployment are shown in blue whereby

the public network components and interfaces are shown in orange.

4.1 Isolated deployment

An isolated deployment - also denoted with aliases such as private network and

campus network - is formally known as NPN according to the 3GPP specifications [1].

A NPN could either be a SA NPN or PNI-NPN. PNI-NPN versions are further dis-

cussed in section 4.2.

A SA NPN is a private deployment of a 5G system (5GS) including the RAN and the

core network elements where access to the network infrastructure is exclusive to

authorized devices (fig. 2 a). An SA NPN is identified by a combination of public

land mobile network (PLMN) ID and network identifier (NID). One advantage of

such a deployment is data security due to its physical separation from the public
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network. Also due to the proximity of the application server, minimal network de-

lays between the devices are experienced, allowing better support for ultra-reliable

low latency communication (uRLLC) service. However, such a network deployment

does not support roaming between other SA NPNs. Similarly, interactions such as

handovers between SA NPNs, PNI-NPNs, and PLMNs are not supported [1]. The

end devices, though, can still have a dual subscription to access services from a

PLMN [2]. Additionally, a connection between the SA NPNs and PLMN can option-

ally be set up via a firewall.

The SA NPN enhancements for neutral host deployment are further provided in

release-17 where a UE subscribed to a PLMN or another SA NPN can be configured

in access mode to operate with a given SA NPN. The support of neutral hosts is pro-

vided by the SA NPN by broadcasting an indication that the registration attempts

from UEs that are not explicitly configured with the current SA NPN are allowed.

Furthermore, a UE may have multiple SA NPN subscriptions but the order in which

the UE should attempt for registration with a SA NPN is undefined and implemen-

tation dependent. Moreover, emergency services are supported in SA NPN access

mode.

A SA NPN remains exclusive to an organization such as an industrial site (e.g., a

warehouse or a production plant) enabling dedicated coverage, network control,

and customized service availability [7]. The number of base stations (BSs) can also

be scaled according to the capacity and coverage requirements. Moreover, con-

nectivity with MEC system for computing and storage purposes can also be provi-

sioned [25]. An SA NPN can be deployed in various ways, including a cloud-native

approach where the control plane, user plane, and edge computation services are

hosted in the cloud (fig. 2 b). Such a deployment option is appropriate for small en-

terprises offering reduced capital and operational costs. Although it is valid for both

multi-site and single-site scenarios, it is more suitable for connecting an enterprise

having multiple locations. However, it may not be suitable for enterprises requir-

ing high data privacy, as enterprise traffic leaves the premises in a cloud-native ap-

proach.

4.2 Public network integrated NPN

The PNI-NPN deployment options combine parts of the public cellular network to

locally installed elements of a private network. In a PNI-NPN, a closed access group

(CAG) may optionally be created to allow network access to authorized UEs. This

helps in avoiding overload of network resources by restricting network access to

authorized UEs only (3GPP TS 22.261). A CAG cell identified by a CAG ID is unique

within a PLMN. A PLMN is identified by a PLMN ID. A CAG cell may have one or

multiple CAG identifiers per PLMN whereby a UE can gain access to a CAG cell if it
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is configured with a list of allowed CAG identifiers.

In the following, we present PNI-NPN deployment options that share public net-

work resources.

4.2.1 Shared access network

One deployment option for a PNI-NPN is to share the RAN deployed for a public

network with the NPN core network as suggested in 3GPP TS 23.251 (fig. 2 c). In

such a deployment, despite shared use of the RAN, all data flows of the NPN re-

main segregated within the perimeters of the premises, e.g., at an industrial site [7,

2]. This is because the UEs belonging to PNI-NPN and those belonging to PLMN

deliver data traffic to their respective UPFs. However, an agreement with a public

network counterpart is required on RAN sharing. Despite shared use of the RAN,

it is difficult to compromise the data security of the private network at the RAN

level. Also, uRLLC can still be achieved due to low communication delay between

the UEs, RAN, UPF, and MEC.

4.2.2 Shared access network and control plane

The shared access network and control plane PNI-NPN deployment option share

the RAN with a public network, while the control plane network functions are com-

pletely handled using the public infrastructure, e.g., of a mobile network operator

(MNO) [7, 2, 47] (fig. 2 d). However, a private and dedicated user plane along with

the MEC can be part of the private network. The UPF and MEC are thus physically

separated and placed in the private campus, while the 5G core functions are logi-

cally separated and shared. Due to this physical separation of the UPF and MEC,

NPN traffic flows remain within the logical perimeters of the premises allowing

uRLLC for industrial use cases. However, the NPN devices remain subscribers of

the public network by definition. The segregation of the traffic from a public net-

work and NPNs can be configured by means of defining network slices. Alterna-

tively, the 3GPP defined access point name (APN) feature can be used to configure

this deployment scenario [2]. An APN comprises a data network identifier and an

operator identifier. The data network identifier specifies the gateway to connect

while the operator identifier specifies the MNO with which the gateway is associ-

ated. An APN configuration for this scenario also allows identifying and separating

NPN traffic from public network traffic.

4.2.3 Hosted by the public network operator

A NPN can also entirely be hosted by a public network operator [7, 2, 47] (fig. 2 e).

In this scenario, NPN traffic no longer remains within the logical perimeters but is
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routed towards the PLMN via the shared RAN. The separation of the traffic from

NPN and public devices can be enforced through network slicing configured and

defined by the MNO. Similar to the shared access network and control plane PNI-

NPN, an APN can also be defined for this deployment option [2].

Another variant of this deployment could be a cloud-native approach where the

enterprise customers share the RAN deployed for a public network, however, the

control plane, user plane, and edge services can be deployed in a cloud separated

from the traditional MNO premises (fig. 2 f). Such deployment would keep traffic

segregation between public and non-public networks, although solutions based on

APN or network slicing can be applied to support multiple private customers.

4.3 Security and privacy

Typical for mobile networks, 5G has its own security concept designed for stan-

dalone installations (3GPP TS 33.501), but when 5G is deployed in an industry 4.0

(I4.0) factory environment, it faces an environment characterized by existing legacy

wired and wireless communication systems [70]. In these environments, 5G is not

the only network but has to be integrated according to the deployment type and

security requirements of the specific use case. In most cases, I4.0 state-of-the-art

security concepts follow a defense in depth approach that has been proposed al-

most two decades ago [67] and is elaborated in detail in the IEC 62443 standard en-

titled Industrial communication networks - Network and system security. IEC 62443

assigns network segments with similar security requirements to zones. The links

between zones are called conduits that are implemented vertically and in specific

cases horizontally. The vertical conduits interconnect OT with IT domains or dif-

ferent security level (SL) domains and zones. It is common to think of conduits as

wired connections that are controlled by firewalls or similar devices. There are al-

ready threat models [33], tools, and concepts covering the security requirements in

OT [20, 22, 21, 19] but integrating the specific properties of and requirements for

wireless industrial communication is often difficult.

Wireless industrial networks already in use today are mostly used as local wireless

substitutes or extensions of Fieldbus systems. Examples are WirelessHART, ZigBee,

ISA100, BLE, and many more. Also, WiFi is used in the OT domain if higher cover-

age and bandwidth are needed. Technologies like LoRaWAN rolled out in industrial

environments have low rates but high coverage and can be used for very basic com-

munication tasks. Security for LoRaWAN in the context of IEC 62443 and industry

applications is discussed in [48, 23, 62]. Generally, wireless industrial networks are

far less popular compared to their wired counterparts due to limited reliability, and

their usage is often restricted to niche applications.

5G is expected to overcome the limitations of existing industrial wireless solutions
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by providing higher QoS, broader coverage, and structured deployment. However,

from a security architecture standpoint, 5G introduces new challenges. Unlike ex-

isting wireless networks that are integrated into predominantly wired OT commu-

nication architectures, 5G provides a parallel communication infrastructure that

does not naturally integrate with industrial communication architectures. There-

fore, when integrating 5G into a security architecture like IEC 62443, specific con-

siderations for the deployment scheme must be addressed first.

4.3.1 Isolated deployment

In SA NPN, the 5GS including RAN and core network elements are implemented

on-premise as introduced in fig. 2 a. This deployment option allows security zones

to be seen as network slices [4]. However, when integrating existing industrial net-

works, this concept must be adapted to the integrated parts or vice versa. This is

still an open topic, especially since the integration of the 5G security concept into

an existing IT-OT environment is not solved yet. Building blocks such as UE autho-

rization could be useful, also for TSN integration, building blocks are provided and

controlled by the 5GS (see fig. 4) that belong to different SL zones.

4.3.2 Public network integrated NPN

The PNI-NPN deployment options combine parts of the public cellular network

with locally installed elements of a private network. If only RAN and gNB are used

in shared mode, the network slicing concept solves the multiple uses as all control

and interfacing are done by in-house deployments (fig. 2 c), so it can be treated

similar to an isolated one.

When the deployment is considered as in fig. 2 d and fig. 2 e, it allows benefits in-

cluding inter-factory communication through the use of a PNI-NPN and secured

network slicing supported by 5GS of the PLMN operator. However, if the 5G net-

work is part of a critical industrial system, the operator of the industrial infras-

tructure must set up trust measures together with operators of the 5G network [4].

Within the IEC 62443 standard, it is possible to develop these measures and imple-

ment them in the factory. Traditional OT deployment assumes that all structures in

a network or zone are part of a single trust zone. When the PLMN operator provides

parts of the OT network infrastructure or services as 5G PNI-NPN deployment, the

PLMN operator has to be a reliable entity, which the OT operator can trust for certi-

fication requirements. Therefore visibility and tracking capabilities are key require-

ments to establish trust and ensure compliance safety rules on both OT operator

and PLMN operator sides.
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4.3.3 Network slicing

Network slicing has the potential to enhance security within the context of the

IEC 62443 standard in various ways. By configuring network slices, it becomes pos-

sible to create isolated slices for specific security zones as defined by IEC 62443.

This opens up the opportunity to prevent unauthorized access or the spread of at-

tacks across different security zones. Additionally, network slicing offers flexibility

in deploying security network functions that are tailored to the requirements of in-

dividual secure zones and can adapt to evolving security threats. This flexibility

allows for a higher level of responsiveness and effectiveness in implementing secu-

rity measures. Moreover, network slicing provides the means to isolate and contain

potentially malicious devices or network components that exhibit suspicious be-

havior. Hence, mitigating risks and ensuring a more secure environment.

For all variants of 5G deployments in a factory, it is required to fulfill QoS, security

requirements, and their integration in existing infrastructure. This opens up new

research topics which cannot be answered in this work. To improve and further

evolve I4.0, the new possibilities with 5G are an opportunity to innovate.

4.4 Comparison and trade-off
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Table 1: Evaluation of 5G network deployment options [47, 2, 58, 31].

Attribute Isolated deployment Shared access network
Shared access network

and control plane

Hosted by public

network operator

Setup cost High Moderate Low Low

Infrastructure needed

Core (control/user

plane), gNBs, UEs,

MEC (optional)

Core (control/user

plane), gNBs (MNO),

UEs,MEC (optional)

Control plane/ gNB

(MNO), user plane,

UEs, MEC (optional)

Control/user plane/

gNB (MNO), UEs,

MEC (optional)

Self customization Full High Partial None

Flexibility and adaptability High Moderate Low Very low

Edge Infrastructure
Dedicated and

self-managed

Dedicated and

self-managed

Managed by MNO,

local storage (optional)
Managed by MNO

Data ownership Isolated and exclusive Isolated and exclusive Exclusive Exclusive

Reliability Highest High As guaranteed by MNO As guaranteed by MNO

Availability Highest High As guaranteed by MNO As guaranteed by MNO

Configurable for TSN

integrated applications
Highly suitable Suitable Moderately suitable Less suitable

Security and Privacy Extremely high

High - dependent on

security mechanisms

at RAN

Medium - dependent on

security mechanisms at

RAN and control plane

Based on MNO

defined mechanisms

Data monitoring access Extremely high High Medium
Medium / low or as

agreed with the MNO

Fast data offloading

and computation
Extremely high High Medium Medium / low

Suitable example use

cases [27, 3]

Motion control, AGV

[42, 56, 9],

Augmented reality

Controller-to-controller

communication,

Closed loop control [57]

Mobile robots [61],

Process monitoring

Massive wireless

sensor networks,

Plant asset management
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A PNI-NPN may be a preferred option for many industrial enterprises since imple-

mentation and operation of an isolated deployment involves additional resources

and efforts to manage the network [31]. In addition, an isolated deployment re-

quires high setup costs, whereas a PNI-NPN hosted by a public network operator

may require the least operational and capital costs. The costs for the needed in-

frastructure in terms of the core network control and user plane machines, MEC

devices, RAN including the baseband unit and radio heads, and the UEs are to

be considered. In case of an isolated deployment the infrastructure cost is to be

borne by the enterprise itself whereby in case of a public network operator hosted

setup, the infrastructure is provided by the MNO, and thereof the cost includes leas-

ing/usage of the MNO services. Therefore, the costs for MNOs providing managed

service in case of PNI-NPN or regular upgrades and licensing (software, frequency,

etc.) in case of isolated deployments should be considered while selecting a de-

ployment option. Although cost could be a decisive factor for 5G deployment in

an industrial environment, an isolated deployment nevertheless allows complete

control over the design and configuration of the network [2]. This not only enables

exclusive data ownership, but also provides the highest level of reliability, availabil-

ity, privacy, and data security guarantees. The features of different 5G network de-

ployment scenarios are summarized in Table. 1.

Another consideration for 5G deployment may be based on applications that re-

quire low latency or time-sensitive deterministic communication. Such applica-

tions can be served best by an isolated deployment, specifically through a 5G TSN

integrated deployment. Accordingly, an influencing factor is the location of UPF

that enables the local functioning of time-critical applications along with the avail-

ability of multi-access computing resources which is usually desired for industrial

applications [58, 47]. Moreover, the possibility to manage communication con-

trol signaling and tuning QoS parameters locally (through isolated deployment or

shared RAN deployment) would be an added advantage in terms of availability and

robustness. Communication control signaling means the exchange of information

that enables UE access to the network, such as authentication, resource allocation,

mobility, etc. QoS customization may be referred to as the flexibility to configure

network parameters in a way that the requirements of the targeted use case can

be satisfied. These requirements may vary and can be identified through parame-

ters such as throughput, latency, jitter, and reliability. However, besides these per-

formance parameters service availability, network scalability, privacy, and data se-

curity may also be considered for industrial scenarios. Therefore, with a greater

degree of network isolation, higher performance, and network flexibility can be

achieved.

From the QoS perspective, a network operator may also deploy a light-weight customer-
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tailored core network with some core functions and UPF at industrial premises

that may fulfill all QoS requirements of an application [53]. However, with respect

to strict security requirements in OT trying to prevent unauthorized access to the

plant infrastructure, an isolated deployment intuitively seems most suitable to meet

security and privacy regulations [58, 47]. Nevertheless, the security measures en-

forced by the operators on RAN and the core network might also satisfy the needs

of a particular use case. From a security viewpoint, the appropriate level of isola-

tion can therefore be decided based on the application scenario and the guarantees

from the network operator when considering PNI-NPN as the deployment option.

The industrial automation trend towards digitization, resilience, and sustainabil-

ity led to the incorporation of robotic platforms, flexible manufacturing designs,

and the possibility of individualization of products. Customers may have differ-

ent and diverse demands for a desired product. To meet these diverse demands,

the units of the production line may need to be replaced to adapt to the design re-

quirements of the product. In addition, to increase productivity robotic platforms

can be used that not only provide mobility of objects but also assist humans in the

manufacturing area. These trends have revamped the automation processes, how-

ever, require the support of reliable, dependable, and safe wireless communication

systems. Some of these applications may also require a high amount of data off-

loading, computation, and fast processing of results. In such scenarios, an isolated

deployment can be an ideal wireless connectivity solution since the network QoS

capabilities, computational resources, and infrastructural capacities can be cus-

tomized and configured according to the application requirements. While 5G is

not a replacement for all industrial communication technologies, it is a solution to

provide mobile and wireless connectivity to support the digitization and automa-

tion of manufacturing processes. Therefore, the choice of the deployment option

highly depends on the requirements of the manufacturing use case.

Considering the requirements from different industrial applications [27, 68, 3], use

cases that fit best to the corresponding deployment option are presented as a guide

in Table. 1. The motion control and augmented reality (AR) use cases are more suit-

able for an isolated deployment since motion control requires time-aware schedul-

ing and strict deterministic cyclic communication (< 0.5 ms) while the AR use case

requires quick feedback after processing complex tasks through the edge. The shared

access network deployment option is suitable for controller-to-controller commu-

nication and closed loop control where the requirements in terms of reliability,

latency, and determinism are less stringent compared to the motion control use

case, and usually, no interaction with the public network is needed. The identified

cyclic communication requirement for the controller-to-controller use case is 4-

10 ms whereas for closed loop control is 10-100 ms [27]. The shared access network
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Figure 3: 5G end-to-end network slicing for diverse application requirements

and control plane deployment fits better for mobile robots (100 ms cycle time) and

process monitoring (50 ms cycle time) use cases since it may require wide service

area coverage and interconnection with the public network. Lastly, the public net-

work operator-hosted option is suitable for massive wireless sensor networks and

plant asset management that have relaxed requirements and may require intercon-

nection with the public network.

In summary, even though an isolated deployment provides several advantages over

other deployment options, the choice of deployment depends on the functional,

performance, and operational requirements of the use case. Moreover, the deploy-

ment cost would be a decisive factor to consider.

4.5 Features and capabilities

4.5.1 Network slicing

Network slicing entails the programmable provisioning of virtualized networks. It

provides high flexibility and modularity to the network functions by logically isolat-

ing the network to support diverse application requirements. Since the 5G system

promises support for enhanced mobile broadband (eMBB), massive machine type

communication (mMTC), and uRLLC service categories, network provisioning for

applications with conflicting communication demands is required. Network slic-

ing is an effective technique to provision the network according to the commu-

nication demands even for one service category such as uRLLC. Network slicing

efficiently utilizes the network resources that also bring economic benefits [74].

Software-defined networking (SDN) and network function virtualization (NFV) are

the key enabling technologies to realize network slicing [6]. SDN in 5G systems

allows the physical separation between the control plane functions and the user

plane function whereby NFV enables dynamic resource allocation and scalability

of these functions to meet the service demands [46].

A network slice may span across multiple domains of the network including the
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core network, transport network, distributed edge infrastructure, and the RAN [16]

(fig. 3). The purpose of configuring a network slice is to provide customized func-

tionalities needed to support the requirements of specific use cases. These require-

ments may also change and accordingly be managed and orchestrated. The 5G

network functions specific to network slicing include NSSF, network slice specific

authentication and authorization function (NSSAAF), and the recently introduced

network slice access control function (NSACF) in release-17. The NSSF exposes its

services to AMF or another NSSF (in case of roaming) by informing the appropriate

AMF defined to serve the UE that is requesting registration to the network. The UE

registration request message includes a list of network slice selection assistance in-

formations (NSSAIs) it wants to use for connectivity. If the network supports the

requested NSSAI, a PDU session is established for a particular single NSSAI (S-

NSSAI). The NSSAAF performs S-NSSAI specific authentication and authorization

for a given UE while the NSACF is responsible for performing admission control on

the allowed number of UE to the S-NSSAI.

Network slicing is not limited to PLMN but can also be configured for SA NPN. In

the context of digitization and connectivity for smart factories, network slicing en-

ables high flexibility and better QoS support since multiple industrial applications

can be serviced simultaneously. However, industrial use cases may have stringent

communication demands such as highly accurate localization services for which

optimized slice management and orchestration may be needed [71]. This opti-

mization can potentially be achieved through incorporating artificial intelligence

(AI)/machine learning (ML)-based approaches to network slicing for their intelli-

gent management, configuration, and optimization [71, 69].

4.5.2 5G QoS Support

The wide variety of industrial applications defines diverse communication require-

ments that rely on the QoS provisioning of the underlying communication system.

The 5GS defines extensive mechanisms to support and monitor QoS to fulfill the

communication requirements for diverse applications. QoS in 5G can be differ-

entiated by defining a QoS flow profile as a set of QoS parameters. A QoS flow

represents the smallest granularity of QoS differentiation (fig. 4). The connection

between a UE and the data network through the UPF is provisioned by establishing

a PDU session. A PDU session may have one or more QoS flows. A QoS profile in-

cludes parameters such as the 5G QoS Identifier (5QI), the allocation and retention

priority, the reflective QoS attribute, the guaranteed flow bit rate (GFBR), the maxi-

mum bit rate, the notification control, and the maximum packet loss rate. The 5QI

is a value that identifies the set of QoS parameters [1].

The QoS flow between the UE and UPF can be characterized by 5QIs in terms of
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resource type, priority level, packet delay budget, packet error rate, averaging win-

dow, and maximum data burst volume. The resource types can be guaranteed bit

rate (GBR), non-GBR, or delay critical GBR [1, 38]. Averaging window represents the

duration over which the GFBR and maximum flow bit rate (MFBR) are calculated.

GFBR is the guaranteed bit rate to be provided to a QoS flow, while MFBR limits the

highest expected bit rate for the QoS flow over an averaging window.

QoS monitoring to assist uRLLC service can be applied for packet delay measure-

ments. The monitoring of uplink (UL) and downlink (DL) packet delays between

the RAN and UPF can be performed on the smallest granularities such as per QoS

flow per UE.

4.6 5G support for industrial networks

The following sections present 5G integration with external networks to support

deterministic communication needed for the operation of industrial networks.

4.6.1 Time-sensitive networking

Industrial applications not only desire reliable and low latency transmission but

also deterministic communication with defined QoS. The IEEE 802.1 task group

is working towards standardization of TSN to fulfill the requirements of industrial

communication [34]. Although TSN standardization is focused on wired networks

such as the local area network, 3GPP release-18 provides support for 5G integration

with TSN along with enablers for time-sensitive communications and time syn-

chronization [1, 30].

5G-TSN integration is supported for the fully centralized TSN configuration model

(IEEE 802.1Qcc). The 5GS integrates with the TSN domain as a TSN logical bridge

without exposing its core and access network procedures (see fig. 4).

This integration is achieved through TSN translator (TT) functionalities that facili-

tate communication between the TSN domain and 5G system [10, 38, 35, 1]. These

functionalities include the network side TSN translator (NW-TT) and the device

side TSN translator (DS-TT). On the control plane, the TSN-application function

(AF) interacts with the centralized network configuration (CNC) for control and

management procedures and to influence traffic routing in the user plane. On the

user plane, NW-TT, located at the UPF, interacts with the TSN domain while the

DS-TT, located at the UE, interacts with the end stations to enable wireless TSN for

industrial devices.

To support time synchronization (IEEE 802.1AS), the 3GPP release-18 specifies the

distribution of timing information via the 5G internal system clock (boundary clock

solution) or the use of TSN grandmaster (GM) clock and time-stamping mechanism
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Figure 4: 5G system architecture as a logical TSN bridge [1].

through generic precision time protocol (gPTP) messages (transparent clock solu-

tion). The residence time (the duration that the gPTP packet spends within the 5GS)

is calculated and added to the correction field of the TSN synchronization packets.

Additionally, to support timing resiliency to 5G applications sensitive to degrada-

tion in timing synchronization (examples include power grid and financial sector),

release-18 (TS 22.261) provides mechanisms for 5G time resiliency. In this tim-

ing architecture, the 5G system acts as redundant or an alternative clock source to

time-sensitive applications. 5G supports TSN traffic shaping and scheduling with

a hold and forward mechanism and TSC assistance information (TSCAI). TSCAI

parameters obtained from the TSN AF via the CNC enable 5G RAN to schedule

time-sensitive traffic. Time-sensitive communication (TSC) defines QoS flows us-

ing delay-critical GBR and 5QIs [35]. The 5G multipath transmission supports ultra-

reliability and enables TSN frame replication and elimination for reliability (FRER)

at the cost of increased resource consumption [64]. Different approaches for re-

dundant transmission paths include redundant PDU sessions over user planes, re-

dundant user plane paths for dual RAN connectivity, redundant UEs, redundant

transmission path between RAN and UPF, and intermediate UPFs. The 5GS sup-

port for per-stream filtering and policing (PSFP) depends on implementation sup-

port from TT functions on both device and network sides. The TSN AF interfaces

with the CNC to obtain PSFP information, extract relevant configuration parame-

ters, and determine traffic pattern details. This information is forwarded to the SMF

via PCF for configuring 5G QoS flows. 5G supports resource reservation as the TSN

AF stores the binding between the DS-TT and PDU session. Port capabilities and

delay information are shared with the CNC for traffic scheduling. The residence
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time is the same for UL and DL but may vary among UEs. The TSN AF facilitates

connectivity and coordination between 5G and TSN-enabled devices.

Some recent works on the implementation and analysis of different aspects of a

5G-TSN integrated network are available. In particular, an analytical and experi-

mental analysis of IEEE 802.1AS time synchronization over wireless media, in par-

ticular over 5GS is also presented [66]. The authors analyze the factors that neg-

atively impact the performance of time synchronization over wireless along with

setup challenges. The performance of IEEE 802.1AS in a 5G testbed is evaluated for

an industrial closed-loop control application to enable TSN over 5GS [45]. The ac-

curacy of time synchronization in a 5G-TSN integrated network and different over-

the-air timing errors related to reference time indication are investigated in [63].

Apart from this, a proof-of-concept translation technique for TSN and 5GS traffic is

demonstrated in the NeSTiNg simulator [60].

4.6.2 Deterministic Networking

The IETF DetNet is a network layer (layer 3) technology that provides deterministic

communication support to DetNet flows. DetNet provides a low packet loss rate

and an assured maximum end-to-end packet delivery latency. DetNet features are

similar to IEEE 802.1 TSN which supports deterministic communication at layer 2.

While 5G-TSN integration was specified in 3GPP release-16 and release-17 where

the TSC framework is defined, release-18 studied 5G support for DetNet.

5G integrates with DetNet as a logical DetNet transit router as presented in Fig. 5.

Similar to 5G-TSN integration, the internal procedures of the 5G core and RAN re-

main hidden from the DetNet. However, the 5G-DetNet integration architecture

does not require support for DS-TT or NW-TT functionality although they can co-

exist with such functions. Nevertheless, to report information on the network side

ports, the NW-TT control plane function is used.

The time-sensitive communication time-sensitive function (TSCTSF) provides the

mapping between the DetNet controller and the 5G core functions. TSCTSF is a

5G control plane function that controls the DS-TT and NW-TT for gPTP based time

synchronization service to support 5G-TSN integration. However, TSCTSF also pro-

vides support for DetNet 5G system mapping through TSC assistance container-

related functionalities. The TSCTSF constructs the TSC assistance container based

on information provided by the DetNet controller and sends it to the PCF. The PCF

upon receiving 5GS logical router information for the PDU session received from

SMF provides information related to user-plane node ID, port number, IP address

allocated to the PDU session, and MTU size to TSCTSF. The TSCTSF then creates

an AF session with PCF. The TSCTSF may now subscribe to NW-TT for receiving

user plane node management information changes for the 5GS logical router. The

22



D2.2: 5G deployment guidelines
Version: 1.0

Figure 5: 5G system architecture as a logical DetNet router [1].

TSCTSF may also receive DetNet YANG configuration from a DetNet controller de-

scribing traffic characteristics and requirements. The TSCTSF can derive the re-

quested 5GS delay if the DetNet YANG configuration does not include 5GS-specific

5GS-node-max-latency or the end-to-end Max-latency. Similarly, the requested

packet error rate can be derived by the TSCTSF if the 5GS-node-max-loss or the

end-to-end Max-loss is not specified in the DetNet YANG configuration.

The granularity of the 5GS DetNet node is per UPF for each network instance. The

TSCTSF stores the binding relationship between a device side port and a PDU ses-

sion identified by the UE address. The TSCTSF also stores information about ports

on the UPF/NW-TT side. To integrate with IETF DetNet, it is assumed that the ex-

isting 3GPP routing mechanisms are re-used for DetNet, the existing multicast ca-

pabilities can be applied, the integration is based on DetNet for IP whereas DetNet

for MPLS is not supported, and IP-based DetNet traffic is carried in IP type PDU

Sessions.

The integration of DetNet with 5G can enable new use cases and applications that

require both high-speed wireless connectivity and deterministic network behavior,

fostering innovation in areas such as industrial automation, autonomous vehicles,

and real-time multimedia delivery.

4.6.3 5G - OPC UA

OPC UA (IEC 62541-1) is a popular standard in industrial automation, serving SCADA,

manufacturing execution systems, and enterprise resource planning [36]. It re-

places the open platform communications classic and includes a meta-model, trans-

port protocol specification, and a server. OPC UA has domain-specific informa-

tion models and supports client-server and PubSub communication models. Pub-
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Sub enables real-time capabilities, unlike the client-server model. OPC UA ensures

vendor-neutral interoperability, offers mature information modeling, open stan-

dardization, and security features. It accommodates new technologies while main-

taining backward compatibility (IEC 62541-1). Combining OPC UA and 5G pro-

vides a complete communication solution for industrial automation, considering

that OPC UA operates on higher OSI model layers, while 5G operates on lower lay-

ers.

The integration of 5G with OPC UA offers several benefits for industrial systems.

It leverages edge computing, mobility, and security features of 5G to enable faster

communication, improved scalability, mobility, flexibility, and enhanced security

to industrial systems, fostering advanced applications and internet-of-things (IoT)

adoption. It enhances existing infrastructure without completely replacing current

systems. Legacy systems can coexist with new 5G-enabled devices, allowing a grad-

ual transition and future-proofing industrial communication networks.

For the 5G-OPC UA integration, two different options can be considered (Fig. 6):

first, an integration of OPC UA with 5GS as a logical TSN bridge and second, a direct

integration of OPC UA into 5G. The OPC UA application can reside on a UE, an end

station connected to a UE, or a non-UE device connected via an external network
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(Ethernet or WLAN).

The 3GPP release-16 describes mechanisms for the integration of TSN and its cen-

tralized configuration model with 5GS (details in section 4.6.1). Additionally, the

integration of OPC UA publisher/subscriber (PubSub) with TSN has been discussed

in the literature [13, 51].

The 5GS is integrated as a logical TSN bridge, and OPC UA could interact directly

with TSN, as shown in fig. 6a. The connection with OPC UA application is made

either via the DS-TT or the NW-TT. The 5GS could furthermore interact directly

with the TSN CNC. The OPC UA applications could directly report their QoS re-

quirements to the centralized user configuration (CUC) in the TSN network to set

up Ethernet PDU sessions. In this way, the OPC UA applications would not have

to deal with any 5G aspects of the network. While mechanisms for 5G-TSN inte-

gration are defined in 3GPP release-16 and also in the upcoming release-17, both

OPC UA and TSN are being actively standardized and cannot be considered as fully

developed standards. Hence, several open questions remain for the 5G-OPC UA

integration. Currently, the IEEE/IEC 60802 industrial automation TSN profile and

OPC UA extensions for field eXchange (OPC UA FX) working group are working to-

wards filling gaps for the OPC UA TSN integration.

4.6.4 Edge computing

MEC is also an enabler to support uRLLC. Here, edge computing should not be

confused with edge devices in the IoT that can perform computing and storage op-

erations as a local service. In the context of 5G, MEC (also known as distributed

edge computing) provides computing and storage resources close to the end-user

allowing low-latency communication through local processing, real-time interac-

tion, and high data exchange rates [32]. As an example, a high number of sensors

and devices participating in an industrial process may generate a large amount of

data. These sensors and devices may not have enough processing capabilities and

require data offloading at an edge for computation and coordination. The edge

computing devices not only deliver results quickly but also help in achieving low-

latency local communication and avoid overloading public networks [65]. MEC

can also be used for location awareness of mobile users by utilizing their signaling

information. Similarly, it can be used for network optimization by utilizing knowl-

edge of network conditions and contextual information [26]. The upcoming cyber-

physical systems (CPS) applications including augmented reality and collaborative

CPS among others will include edge computing in different forms (customized to

the specific needs and limitations of the relevant domains), ranging from the device

edge to the network edge [59].

The industrial CPSs will greatly benefit from the integration of MEC by offloading
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Figure 7: 5G MEC network deployment architecture. The figure is derived from the

reference architectures specified in TS 23.558 and TS 23.548.

data from CPS devices to the edge for processing instead of sending it to remote

clouds. It offers benefits including reduced latency for real-time responsiveness,

optimized bandwidth usage by transmitting only relevant data, improved scalabil-

ity through distributed computing, enhanced privacy and security by keeping sen-

sitive data local, energy efficiency by minimizing data transmission, and offline op-

eration when connectivity is limited. Overall, MEC enables efficient data process-

ing, real-time decision-making, and enhanced system performance and reliability

in CPS.

The European telecommunications standards institute (ETSI) industry specifica-

tion group (ISG) has published a set of MEC specifications that focus on manage-

ment and orchestration, application enablement, application programming inter-

faces (APIs), and UE API in ETSI GS MEC 003 [52]. Accordingly, MEC can be placed

in or close to the network edge which runs applications using a virtualized infras-

tructure while the APIs facilitate in running these applications and ensure service

continuity.

The 3GPP 5G system architecture also specifies support for MEC integration through

the exposure of 5G core network information and capabilities to external consumers [1,

52] in TS 23.558 and TS 23.548, with security aspects presented in TS 33.558. The

MEC can interact with the 5GS as an AF to gain support for one or a combination of

5G enablers. These enablers may include connectivity support to a local area data

network, user plane (re)selection to influence the application traffic routing deci-

sions, session and service continuity to provision application and device mobility,

and interaction for QoS control and charging rules [1].

The 5G SBA for network functions and services align with ETSI API framework for

MEC enabling them to interact for their services reciprocally [25]. This is further

illustrated in fig. 7 which presents the MEC architecture integrated with the 5GS

as per the 3GPP specifications. The 5GS enables the use of edge hosting environ-

ment (EHE) in the data network (DN) beyond the UPF, which can be controlled

by either the operator or third-party entities. The EHE holds the edge servers i.e.,

the edge enabler server (EES), the edge application server (EAS), and the edge con-
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figuration server (ECS). The EES provides functionalities like interaction with the

5G core network for accessing the capabilities of network functions to support the

EASs and edge enabler client (EEC). The EAS is the application server to which the

MEC application connects to avail services and benefit from edge computing. The

ECS provides supporting functions to the EEC for connecting to the EES. The edge

servers connect with the 5G core network either directly via the PCF or indirectly

via the network exposure function (NEF). On the 5G core network side, the edge

application server discovery function (EASDF) registers with the network reposi-

tory function (NRF) for EASDF discovery and selection. The EASDF has direct user

plane connectivity with the UPF using the N6 interface. On the UE side, the EEC

supports the application client by providing functionalities like detecting UE mo-

bility, retrieving configuration information for the exchange of data, and discovery

of EASs. The reference points Edge-1 to Edge-8 are used for the interaction between

different entities in the MEC architecture.

Once an end device (UE) is registered with the 5GS and a PDU session is estab-

lished, available MEC applications from the user application lifecycle management

proxy using the Mx2 interface can be discovered. The procedures resulting from

the requests generated by the UE API get routed via the operations support system

towards the MEC system-level management. A UE can then send an application

instantiation to the MEC host if the desired application package is enabled at the

MEC orchestrator.

The deployment of MEC is a challenging task requiring the analysis of different op-

erational, performance, and/or security aspects impacting the QoS of the IoT sys-

tem. MEC deployment options for 5GS are presented in the ETSI white papers [25],

[26], and [24]. A proof-of-concept demonstration of ETSI-complaint MEC deploy-

ment is presented in [12]. For the optimal performance of MEC, it is not only im-

portant to identify the edge gateway and the host devices but also to identify where

each service needs to be deployed. Similarly, the deployment and management of

networked resources are equally important to investigate. Correct deployment of

MEC services and networked resources ensures flexibility, reduced processing bur-

den on MEC servers, and optimized computation offloading. Different MEC service

deployment frameworks are presented in [18, 44, 37]. The management and de-

ployment of networked resources is a complex task given the distributed nature of

the resources. Reinforcement learning and Lyapunov optimization techniques [49,

50, 55] are used for resource management in MEC to meet the QoS requirements.

Further evaluations can help analyze and optimize the management of network

resources. Different strategies and tools used in the literature for MEC practical im-

plementations and its initiatives are discussed in [17] with regard to the ETSI MEC

standard.
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Machine learning algorithms can be deployed on the edge instead of the cloud

to support applications like Tactile Internet, monitoring and maintenance, and

anomaly detection [41, 72]. Such a capability is referred to as edge intelligence. The

computationally heavy tasks like prediction, estimation, classification, and alike

can be offloaded from the IoT devices to the edge server. The edge server being

closer to the edge devices enables low end-to-end delay, reduced energy consump-

tion, and high learning/inference accuracy [40, 73]. The concept of multi-service

edge intelligence is also introduced recently to enable real-time control over wire-

less medium (i.e., 5GS) [8]. It requires a strong coupling of the wireless edge with

edge computing and ML techniques aimed at ensuring reliability even in the pres-

ence of wireless inconsistencies. Similarly, pervasive edge computing (PEC) for 5GS

and beyond systems has been discussed with a focus to achieve low latency for

delay-intolerant applications [43]. PEC presents a highly relevant and crucial de-

ployment approach for industrial communication networks, particularly given the

emerging trend of incorporating local operations and flexible management in pri-

vate industrial 5G networks.

5 5G network configuration

Campus networks with various deployment options including benefits and disad-

vantages of each are described in detail in Section 4. Some of the deployment op-

tions are (i) isolated deployment, (ii) claud native SA NPN, (iii) shared access net-

work, (iv) shared access network and control plane, (v) hosted by the public net-

work operator, or (vi) cloud-native PNI-NPN hosted by the public network opera-

tor.

In this section, we focus on campus networks, more specifically, on indoor indus-

trial scenarios, where security, flexibility, dependability, and performance are of ut-

most importance. Therefore, the isolated deployment option is the most suitable

one for the campus networks in industrial scenarios where the communication has

a time- and security-critical role. An additional benefit of the isolated deployment

is that it provides the lowest dependency on external support, e.g., in terms of the

time of a reaction in cases of failures or any backup requirements such as power

supply for each device in the network, which can be fully controlled by the owner

of the campus network. Similarly, regarding the RAN part, the most suitable option

is a dedicated RAN, due to the possibility of optimization and radio planning for

the best coverage and performance, required for a specific industrial setup. Shared

RAN usually does not provide an optimal solution for a specific customer in terms

of radio planning.

Depending on the network configuration requirements of an industrial setup on-
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Figure 8: 5G network configuration with a) dedicated and b) shared hardware

premises, there can be variations in physical and software deployment options for

the 5GS. The first variation is if all 5GS components need to run on dedicated hard-

ware, separated from other network and computing devices or the same hardware

components could be used for deployment of the 5G core components e.g., in virtu-

alized environments such as dedicated virtual machines, separated network names-

paces, Kubernetes, etc. Similarly, network devices, such as switches and routers can

be dedicated, or shared with other industrial devices in the network.

In Fig. 8 are shown two network configuration options, typical for isolated 5G cam-

pus network deployments. The first network configuration option is where all the

hardware components of 5GS are separated from the rest of the network. This op-

tion has the greatest potential for optimal performance, it is the easiest to trou-

bleshoot and it is the most secure solution. However, it requires the most of hard-

ware components, which slightly increases the investment budget. In this option,

the baseband unit (BBU), which is part of the RAN part of the 5GS, is directly con-

nected to the server where all the components of the 5G core are running. The

gateway to other networks is done via a router, which separates the 5GS network

from the rest of the network, and it can be connected to a switch or a router of the

network on-premises.

The second option, shown in Fig. 8b, is where the network devices and computing

hardware, i.e., server machines, switches, and routers, are shared with the hard-

ware resources, already available on-premises. In such configuration, the BBU can

be connected directly to the switch, available already on-premises, and 5G core

components can be running on a hardware (server) already available on-premises,

which is potentially used for other applications as well. In this case, one can save

on hardware investment, however, the hardware computing performance should

be analyzed to ensure the required performance for 5GS.
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In any network configuration option, basic network configuration settings, such as

virtual local area network (VLAN), network address translation (NAT) rules, access

list rules, and routing tables can be used for proper separation and translation of

the 5GS traffic and the traffic from/to other networks on-premises.

5.1 5G CORE

5G core implementations are fully virtualized and do not require specific, dedicated

hardware for their deployment. Instead, it can run on hardware with a generic OS,

such as Linux or Windows. Depending on the implementation, there are various

possible 5G core software deployment options.

First, there is an option of ’bare metal’ deployment, where all the 5G components

are deployed directly on one or more host machines, without additional virtualiza-

tion. This deployment option is suitable for scenarios where not a lot of other edge

computing applications are running on the same host machines, and this deploy-

ment option provides the best performance since there are no additional abstrac-

tion levels on the software side. The downside of this type of deployment is depen-

dency on the network configuration of the host machine and no separation of the

network or computation resources between 5G core components and other appli-

cations. This deployment is suitable for testing, and for commercial deployments

where either dedicated hardware can be used for the 5G deployment, or where the

existing network configuration allows it. The advantage is that there is no need for

substantial license costs for the virtualization. On the other hand, the deployment

option is not flexible and might not be possible to use in every existing network

configuration.

The second deployment solution, available in some implementations of the 5G

core, is the option where network namespaces are used for the virtual separation

of the network configuration of the 5G system and the rest of the network config-

uration on the host(s). However, in this solution, the 5G network components are

also running directly on the host(s).

The next deployment solution is using virtual machines and/or Docker-containers

solution. In this case, the 5G core components are not running directly on the host

machine(s), but in a virtualized environment, i.e., on virtual machine(s). This so-

lution is suitable if we want to separate completely the 5G core applications from

the rest of the applications on host(s). This solution is very scalable and easy to

replicate on multiple hardware setups. Moreover, it is possible to reserve dedicated

hardware resources for those virtual machines.

A similar deployment option is the deployment with Kubernetes, where the 5G core

components are running in virtualized environments, where in this case the de-

ployment is detached from specific hardware, but the components can run in a net-
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work of hardware devices. This solution provides high reliability and independence

of a single host. In this case, each 5G component is running in Kubernetes and can

be backed up, and restarted automatically on the same or different hardware, if a

component is stopped. Deployments in virtualized environments are suitable for

commercial setups, but they can also be very practical in testing environments, es-

pecially if the 5G core is running on the host machine(s) where many other appli-

cations are running, due to the complete separation of the network configuration

and option for reserved hardware resources for the 5G core applications.

In the next subsection, an example of an open-source 5G core implementation is

described in more detail.

5.1.1 Fraunhofer 5G core

The Fraunhofer FOKUS Open5GCore toolkit is a vendor-independent, open-source,

practical implementation of the 3GPP 5G core network addressing the needs of 5G

testbeds. It is a prototype of 3GPP Release 15 and 16 core network functionality,

and it is suitable for R&D activities. Open5GCore interoperates with 5G NR BSs and

UEs (more available on www.open5gcore.org).

Open5GCore main features are:

• Fundamental 5G core network functionality (AMF, SMF, authentication server

function (AUSF), unified data management (UDM), NRF, UPF)

• Implementation of Service Based Architecture [HTTP/2 OpenAPI, REST]

• Integration with standard 5G NR using the 5G interfaces [N1, N2, N3], 5G

non-access stratum (NAS) and new generation application protocol (NG-AP)

• Implementing control-user plane split with packet forwarding control proto-

col (PFCP) [N4]

• Advanced QoS and session management with traffic influence

• Network slice support

• Comprehensive non-3GPP access convergence

• Location Service Support

• Benchmarking Tools

Open5GCore runs on common hardware platforms and can be deployed on top of

a large number of virtualization environments. The required hardware for a testbed

setup highly depends on the expected capacity. Open5GCore scales from a Rasp-

berry PI implementation to a complete rack of servers for deployment with a very

high capacity.
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Figure 9: 5G QoS Flow diagram.

5.1.2 QoS parameters

3GPP TS 23.501 from [1], defines the 5G QoS model, which is based on QoS Flows.

The QoS Flow is the finest granularity of QoS differentiation in the PDU Session.

A QoS Flow ID (QFI) is the parameter used to identify a QoS Flow in the 5G Sys-

tem. In the 5G QoS model, there are both QoS Flows that require a guaranteed flow

bit rate (GBR QoS Flows) and QoS Flows that do not require a guaranteed flow bit

rate (Non-GBR QoS Flows). The same QFI within the same PDU session means the

same traffic forwarding treatment (e.g., scheduling, admission threshold) for the

received user plane traffic. PDU Set QoS Parameters are determined by the PCF

and provided by SMF to the new generation radio access netwirk (NG-RAN) as part

of the QoS profile. The flow diagram of the 5G QoS model is shown in Fig. 9.

For each QoS Flow, the QoS profile shall include the QoS parameters:

• 5QI,

• allocation and retention priority (ARP),

• PDU set QoS parameters,

• reflective QoS attribute (RQA) (for non-GBR flow only),

• GFBR for UL and DL (for GBR flow only),

• MFBR for UL and DL (for GBR flow only),

• notification control (for GBR flow only),

• maximum packet loss rate for UL and DL (for GBR flow only).
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Each QoS profile has a corresponding QFI which is not part of the QoS profile itself.

The following options are supported to control QoS Flows:

1. The 5QI value may be used as the QFI value of the QoS Flow for Non-GBR QoS

Flows when standardized 5QIs or pre-configured 5QIs are used, and when the

5QI is within the range of the QFI (i.e. a value less than 64).

(a) A default ARP shall be pre-configured in the RAN, or,

(b) the ARP and the QFI shall be sent to RAN at PDU Session Establishment

or at PDU Session Modification and when NG-RAN is used every time

the user plane of the PDU Session is activated,

2. For all other cases, a dynamically assigned QFI shall be used, where the 5QI

value may be standardized, pre-configured, or dynamically assigned value.

The QoS profile and the QFI of a QoS Flow shall be provided to the RAN at

PDU Session Establishment/Modification and when NG-RAN is used every

time the user plane of the PDU Session is activated.

A QoS rule contains the QFI of the associated QoS Flow, a Packet Filter Set, and

a precedence value. A QoS rule, explicitly signaled, contains a QoS rule identifier

which is unique within the PDU Session and is generated by SMF. There can be

more than one QoS rule associated with the same QoS Flow (i.e., with the same

QFI).

5.2 Radio access network

The RAN is part of 5GS which in general consists of a network of geographically dis-

tributed gNBs. Each gNB consists of (i) a BBU, which provides a set of computer-

intensive signal processing functions that make wireless communication possible,

and (ii) a radio part, including antennas, which converts digital information into

signals that can be transmitted over-the-air and ensures that the transmitted sig-

nals are in the proper frequency bands with the right power levels. One gNB can

consist of a BBU and one or multiple, geographically distributed radio parts, called

also access points (APs). The RAN part of 5GS makes on one hand wireless con-

nectivity to UEs, and on the other hand connectivity to the 5G core, i.e., to AMF

component for control-plane and to UPF component for user-plane traffic.

When connecting the RAN to the 5G core network, the first step is the proper net-

work configuration to ensure the connectivity between the BBUs and the 5G com-

ponents, AMF and UPF, for control- and user-plane connectivity with the RAN, re-

spectively. Besides network configuration, it is important to properly set the param-

eters such as peer and host IP addresses of the control plane (CP) and user plane

(UP) of the RAN and 5G core part.
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After ensuring the basic connectivity between the RAN and the 5G core, several

other important parameters need to be supported, set up, and aligned properly

among the RAN, 5G core, and also UEs. Some of the parameters related to the RAN

part are:

• frequency band (set up in RAN, supported by UEs),

• central frequency (set up in RAN, supported by UEs),

• division duplex configuration, i.e., time division duplex (TDD) or frequency

division duplex (FDD) (set up in RAN, supported by UEs),

• bandwidth (BW) (set up in RAN, supported by UEs),

• frame and slot configuration (in case of TDD) (set up in RAN, supported by

UEs),

• mobile network code (MNC) (set up in RAN, sim cards, and 5G core-UDM

database),

• mobile country code (MCC) (set up in RAN, sim cards, and 5G core-UDM

database),

• sub-carrier spacing (SCS) (set up in RAN, supported by UEs),

• 5QI (set up in RAN, 5G core and supported by UEs),

• slicing parameters (set up in RAN, 5G core and supported by UEs),

• data network name (DNN) name (set up in 5G core and UEs),

• and many other parameters, if needed.

5.3 User equipment options and features

In 3GPP a User Equipment (UE) is a device connected to the Base Station over the

air interface. We can distinguish between devices with User Interface like Smart-

phones or Tablets, Mobile Routers and Modems.

5.3.1 Devices with User Interface

The most common UE is a smartphone. A smartphone normally consists of a Multi-

Mode/Mult-Band Modem supporting GSM, UMTS, LTE and 5G, a processor with

User Interface and a SIM card. Typical smartphones have integrated antennas and

Operating Systems like iOS and Android. Tablets are very similar to Smartphones,

but in most cases do not support native voice services.
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Figure 10: Smartphone or Tablet connected to Base Station

Figure 11: Mobile Router connected to Base Station

5.3.2 Mobile Routers

Mobile Routers are used for Industrial Machine-2-Machine type of Applications.

They are equipped with different I/O ports and the processor typically supports

protocol conversions and the ability to run (custom) applications. Such applica-

tions can be for instance small data applications to poll and convert measurement

data on the edge of the network and forward to a central server or a firewall appli-

cation. In many cases the devices are used stationary, but also mobile applications

are possible. Antennas are typically external to improve radio performance and in-

crease flexibility.

5.3.3 Radio Modem Module

M.2 is a typical form factor for the packaging of a modem board. Interface is for in-

stance PCIe or USB for data and a connector to interface with a SIM. The modems

are controlled over AT commands and come with all electronic components for a

mobile connection including the RF front end and support various bands from 700

up to 3,800 MHz and different signal waveforms (UMTS, LTE, 5G). In 5G they typ-

ically support Stand Alone as well as Non Stand Alone operation. These M.2 mod-

ules are often basis for the modem part in Mobile Routers.
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Figure 12: m.2 modem board

6 Radio placement

6.1 Summary of requirements

As described in D2.1, a reference manufacturing plant was defined (see fig. 13). A

traffic profile was derived from the different required services. Based on that input,

a Network Planning coverage map was established.

Summary of the requirements on building characteristics:

• Indoor manufacturing area with about 40.000 m2

• 6 m ceiling height

• Some columns (concrete), some concrete beams

• 2 light weight wall incl glass windows in the middle of the building

5G frequency parameters:

• Use of Band n78 / 3,5GHz

• Bandwith: 80 MHz

• Framing: DL/UL framing structure: 8:2

6.2 Simulation results

Based on the given requirements, a network planning for the production hall was

done.

6.2.1 General considerations on antenna placement, cells and sectors

Since the production hall is a relatively open and unobstructed scenario, using

multi-sector antennas will bring strong interference. For such scenarios it is also
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Figure 13: Reference factory layout

Figure 14: Redundant cell configuration

important to plan for coverage redundancy in the network. In order to control in-

terference, inter-Frequency networking is planned.

In total 6 cells are planned for open scenario interference control and better UL

throughput. In order to reach a better UL performance, Multi-pRRU with Dis-

tributed Massive MIMO are planned. The distance between pRRU is around 24m.

In order to deploy a coverage redundancy network, 2 BBUs and a Cell to BBU cross

connection is planned. A sketch of the network planing is given in fig. 14 and fig. 15.

BBU 1 assigns the lower half of the spectrum, BBU 2 the upper half. pRRUs are dis-

tributed throughout the building and are mounted on the ceiling. Figure 16 shows

an example how the antennas are mounted on the ceiling of the building. A Hub is

used as connection between BBU and pRRU and distributes the signals over fiber

optical cables. The radio network planning results in 58 pRRUs.
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Figure 15: Distribution of Cell 1 to Cell 6

Figure 16: Example mounting of pRRU

Figure 17: Placing and connecting the Hub
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Figure 18: Simulation result: RSRP

Figure 19: SINR

6.2.2 Reference Signal Received Power (RSRP)

Figure 18 shows the RSRP values for the given scenario. It can be seen that 100%

of the coverage area has a RSRP of more than -105 dBm, which leads to a perfect

coverage.

6.2.3 Signal to Interference plus Noise Ratio (SINR)

Figure 19 shows the SINR valuesn In 98.26% of the coverage area we observe an

SINR better than 10dB. The left side of the production hall has no partition, there-

fore Cell1 and Cell3 interfere with each other.

6.2.4 Downlink Throughput

Figure 20 illustrates the achieved throughput in DL. As the bandwidth per BBU

is limited to 40 MHz and to the level of interference, the theoretical maximum
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Figure 20: Downlink Throughput

throughput is around 250 Mbps per Cell, with a theoretical total throughput of pro-

duction hall of 1.5 Gbps. Based on experience in open area multi-cells with inter-

ference scenario, the UL throughput will be around 100 Mbps per Cell, with a total

throughput of 0.6 Gbps for the whole production hall.

6.3 Discussion on the simulation results

Based on spectrum and available technology, the simulation concluded with a total

DL throughput of 1.5 Gbps for the whole system. In contrast to that, the summary

of all requirements as given in Chapter 7 of Document 2.1 led to a capacity require-

ment of 14.757 Gbps, which is almost 10 times higher than the available through-

put. Different approaches can be combined to overcome this limitation.

6.3.1 Interference

The simulation shows that interference is one of the limiting factors. To reduce

interference between neighboring cells, the available spectrum is divided into two

halves (40 MHz per cell). This on one hand reduces interference, but on the other

hand reduces capacity. Alternative techniques to reduce interference could be the

use of directional antennas.

6.3.2 Available spectrum

Simulations were done with a total available spectrum of 80 MHz. Increasing the

RF bandwidth will increase the throughput of the system. The base stations used

support a maximum of 200 MHz in Band n78 (3.5 GHz). Theoretical, if the whole

200 MHz could be used, the throughput would be around 3.75 Gbps. With Millime-

ter Wave using 5G channels in the range of 26 GHz, much more spectrum will be
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available. In Austria it is planned to use a range of 600 MHz for campus networks.

This would allow much higher throughput than required.

6.3.3 Base Station architecture

Simulations were done based on commercially available Base Station hardware. A

more sophisticated base station architecture could also improve throughput. Im-

provements could be in terms of available MIMO Layer, sensitivity, output power

or beam steering and massive MIMO.

6.3.4 Improved coding techniques

Video Codecs with lower bit-rates could be used to reduce the over-all load of the

system.

7 Spectrum for campus networks

When deploying 5G networks for campus environments, organizations have dif-

ferent options for spectrum utilization, each offering unique advantages and con-

siderations. These spectrum options include licensed spectrum and/or unlicensed

spectrum. Each spectrum option presents distinct characteristics in terms of cover-

age, capacity, interference management, regulatory requirements, and cost impli-

cations, requiring careful evaluation to determine the most suitable approach for

meeting the specific connectivity needs and use cases within the campus environ-

ment. By selecting the appropriate spectrum and deploying tailored infrastructure

solutions, organizations can realize the full potential of 5G technology. These op-

tions include the licensed spectrum, unlicensed spectrum, shared licensed spec-

trum [58, 7], and millimeter wave (mm-wave) spectrum. On the other hand, 3GPP

release-16 enables NR operation in unlicensed spectrum under the 5 GHz and 6 GHz

bands. uRLLC configured grant enhancements in unlicensed spectrum are sup-

ported in release-17, while additional supporting features are also expected in release-

18 [39, 29]. A shared licensed spectrum is the means of coordinated and dynamic

access of the licensed spectrum subject to meeting a set of regulations. Examples

of the shared licensed spectrum include the 3.7–3.8 GHz band in Germany and the

3.8–4.2 GHz band in the United Kingdom [7].

7.1 Unlicensed spectrum

Unlicensed spectrum offers a compelling option for deploying 5G campus networks,

providing organizations with flexibility, cost-effectiveness, and rapid deployment

capabilities. Unlicensed spectrum encompasses frequency bands such as 2.4 GHz
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and 5 GHz, commonly utilized by Wi-Fi and other wireless technologies. Unlike li-

censed spectrum, unlicensed bands are open for public use without the need for

regulatory licensing, significantly reducing upfront costs associated with spectrum

acquisition. This makes unlicensed spectrum particularly attractive for organiza-

tions seeking to establish private 5G networks within their campus environments

without reliance on external operators. However, unlicensed spectrum poses chal-

lenges related to interference from neighboring networks and devices, which can

impact network performance. To address these challenges, advanced interference

mitigation techniques and spectrum management tools are employed, allowing or-

ganizations to optimize the utilization of available spectrum resources [11, 28]. De-

spite these considerations, unlicensed spectrum offers unparalleled deployment

flexibility and scalability, enabling organizations to rapidly deploy and expand 5G

campus networks to support evolving connectivity needs and emerging use cases.

7.2 Licensed spectrum

Licensed spectrum presents a robust option for deploying 5G campus networks,

offering operators exclusive access to specific frequency bands allocated by regula-

tory authorities or a MNO. These bands typically include frequencies below 6 GHz,

such as the C-Band (3.5 GHz) and mid-band spectrum, which strike a balance be-

tween coverage and capacity. Leveraging licensed spectrum ensures operators can

prioritize traffic and enforce QoS measures, guaranteeing consistent performance

levels for critical applications within the campus environment. While acquiring

licenses for exclusive spectrum use involves significant costs and regulatory com-

pliance requirements, it provides greater control over network resources and in-

terference management. Additionally, licensed spectrum offers extensive coverage

and penetration capabilities, making it suitable for providing seamless connectiv-

ity across large campus areas and indoor environments. Overall, licensed spectrum

offers reliability, regulatory compliance, and QoS guarantees, making it a preferred

choice for organizations prioritizing performance and stability in their 5G campus

deployments.

7.2.1 Frequency planning in Austria

In deliverable D2.1, we provide details on the 5G spectrum situation in Austria in

section 8.5 of deliverable D2.1.

7.3 Shared spectrum

Shared spectrum for 5G deployment in campus networks involves utilizing frequency

bands that are shared among different entities or user categories, promoting effi-
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cient spectrum utilization and coexistence among various wireless systems. In the

context of 5G campus networks, shared spectrum offers several advantages. Firstly,

it provides increased spectrum access beyond licensed and unlicensed bands, thereby

enhancing capacity and network performance. Additionally, shared spectrum mod-

els employ dynamic spectrum sharing (DSS) technologies to dynamically allocate

spectrum resources based on demand and availability, optimizing spectrum uti-

lization while minimizing interference. Moreover, organizations can obtain pri-

ority access licenses (PALs) to secure exclusive spectrum use within defined geo-

graphic areas, ensuring interference protection for critical applications within the

campus environment. Shared spectrum frameworks also establish clear rules and

guidelines for spectrum sharing, facilitating fair access and interference avoidance

among different user categories under regulatory oversight, typically provided by

government agencies. By leveraging shared spectrum for 5G deployment in cam-

pus networks, organizations can capitalize on increased spectrum access, efficient

spectrum utilization, and regulatory support, thus enabling enhanced connectiv-

ity, capacity, and performance to cater to diverse use cases and applications within

the campus environment.

7.4 Millimeter wave spectrum

Mm-wave spectrum presents an interesting option for 5G campus networks, offer-

ing wide bandwidths and ultra-fast data rates that cater to the demands of high-

capacity applications within dense environments. Frequencies above 24 GHz, in-

cluding bands like 28 GHz and 39 GHz, are utilized in mm-wave deployments, pro-

viding multi-gigabit per second data speeds and low latency connectivity [54, 14].

This makes mm-wave spectrum ideal for delivering immersive experiences such as

AR, virtual reality (VR), and ultra-high-definition video streaming, enhancing pro-

ductivity and innovation within campus environments. Despite its shorter prop-

agation distances and susceptibility to blockage by obstacles like buildings and

foliage, mm-wave spectrum is well-suited for localized deployments within cam-

pus areas, leveraging small cell infrastructure to provide seamless coverage and ca-

pacity where it’s needed most. With careful planning and deployment, mm-wave

spectrum enables organizations to harness the full potential of 5G technology, driv-

ing digital transformation and unlocking new opportunities for collaboration, re-

search, and education within the campus ecosystem.

8 Conclusions

The concept of industrial automation based on 5G communication technology is

being extensively studied and debated today. The promise of faster and more reli-
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able wireless communication links provided by 5G holds the potential to increase

the customization flexibility of industrial operations, enabling easier adaptation of

the factory floor to changing communication demands. This report provides an

overview of the available options and configuration choices for 5G deployment that

can assist in designing a communication network for industrial CPS. Several 5G fea-

tures and ongoing developments such as network slicing, MEC, 5G-TSN integra-

tion, 5G-DetNet integration, and 5G-OPC UA integration already allow communi-

cation support for diverse industrial applications. However, the assessment done in

this report also acknowledges that the adoption of 5G as a communication system

for industrial environments is not a straightforward task. While 5G supports dig-

itization and automation of industrial networks and can provide communication

services for several use cases, it is not a complete replacement for existing indus-

trial communication networks.

The critical analysis conducted highlights that there are many open challenges that

still require extensive research to provide effective solutions for industrial CPS. Of

paramount importance is the need for validating low latency, determinism, and ef-

fective integration with technologies like TSN, DetNet, and OPC UA in real-world

scenarios. Equally significant are ensuring security measures and achieving seam-

less integration between the original 5G specifications and widely accepted stan-

dards in the industrial domain. This latter aspect will require increased cross-domain

standardization efforts. The evaluation of different 5G deployment options also

highlights the limitations of the current state of 5G deployment in industrial prac-

tice. One of the essential factors is the lack of network automation and zero-touch

management solutions which hinders easy deployment and configuration of the

system. Nevertheless, despite the open challenges that still need to be addressed,

this work shows that 5G in industrial automation has potential benefits in the long

run.
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Acronyms

3GPP 3r d generation partnership project. 5

5G 5th generation. 4–6, 22

5G-ACIA 5G alliance for connected industries and automation. 4

5GS 5G system. 9, 13, 19–29, 33

5QI 5G QoS Identifier. 19, 21, 32, 34

AF application function. 20–22, 26

AI artificial intelligence. 19

AIOTI alliance for internet of things innovation. 4

AMF access and mobility management function. 7, 8, 19, 31, 33

AP access point. 33

API application programming interface. 26, 27

APN access point name. 11, 12

AR augmented reality. 17, 43

ARP allocation and retention priority. 32, 33

AUSF authentication server function. 31

BBU baseband unit. 29, 33

BS base station. 10, 31

BW bandwidth. 34

CAG closed access group. 10, 11

CNC centralized network configuration. 20, 21, 25

CP control plane. 33

CPS cyber-physical systems. 25, 26

CUC centralized user configuration. 25
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DetNet Deterministic Networking. 6, 22, 23

DL downlink. 20, 22

DN data network. 26

DNN data network name. 34

DS-TT device side TSN translator. 20–22, 25

DSS dynamic spectrum sharing. 43

EAS edge application server. 26, 27

EASDF edge application server discovery function. 27

ECS edge configuration server. 26, 27

EEC edge enabler client. 27

EES edge enabler server. 26, 27

EHE edge hosting environment. 26

eMBB enhanced mobile broadband. 18

ETSI European telecommunications standards institute. 26, 27

FDD frequency division duplex. 34

FRER frame replication and elimination for reliability. 21

GBR guaranteed bit rate. 20, 21, 32

GFBR guaranteed flow bit rate. 19, 20, 32

GM grandmaster. 20

gNB gNodeB. 7, 8, 13, 15, 33

gPTP generic precision time protocol. 21, 22

I4.0 industry 4.0. 12, 14

IoT internet-of-things. 24, 25, 27, 28

ISG industry specification group. 26

IT information technology. 4, 12, 13
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LTE long term evolution. 6

MCC mobile country code. 34

MEC multi-access edge computing. 5, 8, 10, 11, 15, 16, 25–27

MFBR maximum flow bit rate. 20, 32

ML machine learning. 19, 28

mm-wave millimeter wave. 41, 43

mMTC massive machine type communication. 18

MNC mobile network code. 34

MNO mobile network operator. 11, 12, 16, 42

NAS non-access stratum. 31

NAT network address translation. 30

NEF network exposure function. 27

NFV network function virtualization. 18

NG-AP new generation application protocol. 31

NG-RAN new generation radio access netwirk. 32

NID network identifier. 9

NPN non public network. 8–13, 19, 28

NR new radio. 6, 41

NRF network repository function. 27, 31

NSA non standalone. 6

NSACF network slice access control function. 19

NSSAAF network slice specific authentication and authorization function. 19

NSSAI network slice selection assistance information. 19

NSSF network slice selection function. 8, 19

NW-TT network side TSN translator. 20, 22, 25
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OPC UA open platform communications unified architecture. 5, 6, 23–25

OT operational technology. 4, 12, 13, 17

PAL priority access license. 43

PCF policy control function. 7, 8, 21, 22, 27, 32

PDU protocol data unit. 8, 19, 21–23, 25, 27

PEC pervasive edge computing. 28

PFCP packet forwarding control protocol. 31

PLMN public land mobile network. 9–13, 19

PNI-NPN public network integrated NPN. 8–13, 16, 17, 28

PSFP per-stream filtering and policing. 21

PubSub publisher/subscriber. 25

QFI QoS Flow ID. 32, 33

QoS quality of service. 5, 7, 8, 13, 14, 16, 17, 19–21, 25–27, 31, 32, 42

RAN radio access network. 5, 6, 8, 9, 11–13, 16, 17, 19–22, 28, 29, 33

RQA reflective QoS attribute. 32

RRU remote radio unit. Glossary: RRU

S-NSSAI single NSSAI. 19

SA standalone. 6–10, 13, 19, 28

SBA service based architecture. 8, 26

SCS sub-carrier spacing. 34

SDN software-defined networking. 18

SL security level. 12, 13

SMF session management function. 7, 8, 21, 22, 31, 32

TDD time division duplex. 34

TSC time-sensitive communication. 21, 22
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TSCAI TSC assistance information. 21

TSCTSF time-sensitive communication time-sensitive function. 22, 23

TSN time-sensitive networking. 5, 6, 13, 15, 16, 20–22, 24, 25

TT TSN translator. 20, 21

UDM unified data management. 31

UE user equipment. 5–8, 10, 11, 13, 15, 16, 19–22, 26, 27, 31, 33, 34

UL uplink. 20, 22

UP user plane. 33

UPF user plane function. 7, 8, 11, 16, 17, 19–21, 23, 26, 27, 31, 33

uRLLC ultra-reliable low latency communication. 10, 11, 18, 20, 25, 41

VLAN virtual local area network. 30

VR virtual reality. 43
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